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ABSTRACT

South Korea has been guaranteed the efficiency and the convenience of administrative work based on long-term
experience and well-established ICT infrastructure. Vice versa, South Korea is always exposed to various scale cyber-attacks.
It is an important element of national competitiveness to secure cybersecurity resilience and response in the public sector.
For this, the well-trained cybersecurity professionals’ retention and support for their capacity development through retraining
are critical. As the Special Act on Balanced National Development, most public agencies moved to provincial areas, but the
provincial areas are not ready for this, thus the workforce can’t get enough retaining courses. We study to analyze whether
there is a gap in cybersecurity educational opportunities or needs in the public sector depending on regions, institution type,
and personal traits. This paper aims to suggest solutions for the cybersecurity education gap in the public sector based on
the empirical analysis results.
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Table 1. Global Cybersecurity Index(GCl) Indicators

Category Indicators

* Cybercrime legislation
Legal ¢ Cybersecurity regulation
* Containment/curbing of spam legislation

* CERT/CIRT/CSIRT

¢ Standards implementation framework

* Standardization body

Technical | * Technical mechanisms and capabilities
deployed to address spam

* Use of cloud for cybersecurity purpose

¢ Child online protection mechanisms

* National cyber security strategy

rgani- .
C;a%c?on ¢ Responsible agency
¢ Cybersecurity metrics
e Public awareness campaigns
* Framework for the certification of
Capacity cybersecurity professionals
1 * Professional programs or academic
Building pros

curricular in cybersecurity
* Cybersecurity R&D programs
* Incentive mechanisms

* Bilateral agreements

e Multilateral agreements

Cooper- | ¢ Participation in international
ation fora/association

e Public-private partnerships

¢ Best practices

# ITU, Global Cybersecurity Index(GCI), 2018 (3]
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Table 2. Current Affiliation
Type of Affiliation Freq. | Ratio
Other Public Institutions 57 28.8
Local Administrative Agency 34 17.2
Quasi-Governmental Departments| 31 15.7
Public Enterprises 29 14.6

Central Administrative Agency 18 9.1

Organization of the Educational
Administration

Military 13 6.6

Total 198 | 100
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Table 3. Place of Work

Place of Work Freq. |Ratio
Seoul Metropolitan Area (Metropolitan)*| 33 | 16.7
Daejeon Metropolitan City (Daejeon) | 58 | 29.3

Sejong City (Sejong) 43 | 21.7
Chungcheong-dot (Chungcheong) 64 |32.3
Total 198 | 100

* Seoul Metropolitan Area means the Seoul
Special Metropolitan City, Incheon
Metropolitan City, and Gyeonggi-do.

* Chungcheong-do means Chungcheongnam-do
and Chungcheongbuk-do

2] o]t (Table 3.).
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AR ARRT o]ele] Ae] ] wrly Sxtal $(15.9%), ?Uii (6.2%) <°c|tKTable 6.).
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el gt Sl 24.7% otk ARdAte) gg3ioict.
Aus} g Saloly] Wel Arus 4ol
Table 5. Major
Table 4. Current Position and Career Major Freq. | Ratio
— _ Computer Science 33 | 16.7
Position/Career Freq. | Ratio Information and Computer Engineering| 73 | 36.9
Staff ‘ 140 708 Cybersecurity 33 16.7
Manager 29 14.6 Fte. 59 29 8
Cur're'znt General Manager 27 13.6 Total 198 | 100
Position Executives 1 0.5
No response 1 0.5 . .
Sub Total 198 100 gzgleoni.esgiurrem Job Duty (Allowing Multiple
Under 1 Year 14 7.1 P
Whole 1~3 Years 21 10.6 Job Duty Freq. | Ratio
Career 3~5 Years 16 8.1 Cybersecurity Management 97 42.7
Year 510 Years 39| 19.7 Network and Computer Security | 80 | 35.2
ear Over 10 Yoars 108 1 545 etwork and Computer Security )
Sub Total 198 100 Protect and Defend 36 15.9
Under 1 Year 41 20.7 IT 14 6.2
Cvber- 1~3 Years 53 26.8 Total 227 100
Sezmt 3~5 Years 36 | 18.2
o Y 5~10 Years 31 | 15.7 . .
;‘Ieel Over 10 Years 28 | 14.1 3.2 & J|=SAEN
ear None 9 4.5
Cybersecil;in%t;}eer Only 14998 211? % sEARE Baed Wy w882.7%)% u
Cybersecurity Career ) 9 1 0 kA AAL(2T.2%)F T8 Ao SEshel
Career the other Career ’ of 28 FAZE o]FE FEHow e $HE
Charac-| Cybersecurity Career
teristic the other Career 138 i
Non-Cybersecurity Career | 9 4.5 3) AFIAA AG o] +0.2 oA £0.4 v AE S
Sub Total 198 100 AEA = A 23 29)
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Table 7. Purpose of Retraining (Allowing
Multiple Responses)

Table 9. Educational Opportunities and Needs in
Workplace

Purpose of Retraining Freq. | Ratio

Increasing cybersecurity awareness 80 27.2

Improving cybersgcgr"lty technology 53 18.0
capabilities

Utilizing retraining contents at work | 96 32.7

Completing of compulsory training

30 10.2

hours
Getting a promotion 28 9.5
Formatting human networks 2 0.7
Etc. 5 1.7
Total 294 100

10.2% o]t Table 7.).

AR AR o2 AFe FEdE W, F
[e]
‘Iﬁ‘

Aoz geele], Hab|45es}
27} Sl A0 ek Table 8.).
w57)8sl B TARE BAe] T Fae
A4 % SH1sheltKTable 9.).
el ZRAL HHNE Wz Hoir]st
Ae Aooleh(els} V' BE SECIF 3.14)
oA, e} g5 wla) A EEAR} A0 1
o 205} QAT AlH JURT FExE T
Fodsl TS AT kel Feld Aolekelal
VO)'E EE FEATE 4.30) 0% o $E5) v]
3 EEAATL AV A Huns wgEzagel

Table 8. Purpose of Retraining by Current Position
(Allowing Multiple Responses)

Staff The Others

Purpose of Retraining Freq.|Ratio|Freq.|Ratio

Increasing cybersecurity
awareness

58 [27.6| 22 |26.8

Improving cybersecurity

technology capabilities 4 (214 8 9.8

Utilizing retraining

contents at work 69 |32.9) 26 |3L.7

Completipg of compulsory 19 | 90 1 1134
training hours
Getting a promotion 13 6.2 15 |18.3

Formatting human networks| 1 0.5 - -
Ete. 5 2.4 - -
Total 210 | 100 | 82 | 100

*Excluding response of 1 respondent who did not
respond on current position

Questionnaire Variables
(5-Point Likert Scale)

My workplace has few cyber-
security education opportunities.
If cybersecurity education programs
V2|are provided close to my workplace,| 4.3 [0.805
I will participate more frequently.
If cybersecurity education program
V3| 1is linked to a graduate course, 3.7 11.063
I am willing to go on.

I am willing to pay for dormitory
during cybersecurity program.

I wish cybersecurity education
V5| program is additionally provided | 3.8 |1.109
online (Live lectures, VOD, etc.).
Vo6 I prefer hands-on education. 4.0 10.961

Mean| SD

V1 3.1 (1.213

V4 3.5 [1.121

9] (A -ukah) 2 A= 18k abt glr}(e]
3 V3)+= HEEc 9t & FFEE 3.74) 0]
tf ARRI wsZFoad 7)7F 9 fFEE AN
g ode 71EAE 9o ol gslch(elsl V4)
= 2% FEEA 3580tk HHEES wsEZE
a#le] Ekl(Live 749, VOD §)22% 95
Wl ZZth(els}l VH) v RERT 7t =& 2
i 3.7A)elth Y A SFY FeE Az
(H 4.0%) 0]},
SEAES 139 37 3.3Y(EFEA 1.619)
= (B9 12.645)9] w8 220
+ Asghd), wsze o 34 A 7P A
Eeekd AE2H(59.7%), 71xH(14.4%), W
(12.2%), AsHA(7.7%), dNFageld AAgS
(6.1%) s=olth. FEHAA = 2A7H-(14%) B} A
A (29%) & Assidleod, A A AY
AN At digt AEz=rl FesFch. 25
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Table 10. Difference in Cybersecurity

Educational Opportunities and Needs by

Workplace (t-test)
Variable Mean| SD v b

value | value

Metropolitan 2.6 |1.475] -

Vi Non-Metropolitan | 3.2 |1.132 2.659).008
Metropolitan 45 10.712

V2 Non-Metropolitan | 4.3 | 0.820 1.414] .156
Metropolitan 3.8 [1.103

V3 Non-Metropolitan | 3.7 | 1.058 507 | 613
Metropolitan 3.5 |1.228

V4 Non-Metropolitan | 3.5 |1.102 000 | 1.000
Metropolitan 3.8 |1.149

V5 Non-Metropolitan | 3.8 |1.104 400 | 689
Metropolitan 4.1 |1.023

G Non-Metropolitan | 3.9 |0.948 992 | 322

.01

Table 11. Difference in Cybersecurity
Educational Opportunities by Workplace
(one-way ANOVA)

Variable Mean SD F/p
Daejeon® 3.0 1.092
V1 Sejong® 3.2 1.283 21133/
Chungcheong? 3.5 1.038

*p.05

(M=4.3, SD=.820) 7kl f-&Jvigh 2ol & &als}
2 Fapdeh(V2)(Table 10.).
e I I I e B R QA D

23R W w§ i) (V2) Rl AL ¢
£ Aoz vedth o2 Fa da w8737} A

Ha At A4 28R A Aode] gl
B A} FoldE AL o

u
(Table 12.). °l& &3 $EAEL 54 49
A

Table 12. Correlation between Educational
Opportunities and Willingness to Participate in
Education

. Correlation
Variable Mean SD 1 5

V1 3.1 1.213 1 0.091

V2 4.3 0.806 0.091 1

A7EA 3: AH B¢ He} 247|189 =
& 2R A Aol Yerh?

o] 2 #alslaA}l t-test ¥ one-way ANOVAE
Fasl o, forlg zfelg Felshr] Fslodct
(Table 13, 14, 15, 16).
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Table 13. Difference in Cybersecurity
Educational Opportunities and Needs by
Affiliation (one-way ANOVA)

Table 16. Difference in Cybersecurity
Educational Opportunities and Needs by Current
Position (t-test)

Variable M | sD t- p- Variable Mean| SD |t-value|p-value
value |value Vi Staff 3.1 11.210 - 451 653
Administrative 33 [1.120 the others 3.2 |1.217 ) )
V1 Agencies ) ) 1.234| .219 Vo Staff 4.3 10.811 014 989
Public Institutions | 3.1 |1.244 the others 4.3 10.801| - )
Administrative Staff 4.0 10.955
V2 Agencies 4.3 10.765 -0.485| .628 V6 the others 3.8 10.959 1.639 103
Public Institutions | 4.3 [0.839
Administrative
A Agencies 3.9 [1.006 —0.840| 402 Table 17. Field of Retraining desired by
Public Institutions | 4.0 10.942 Respondents (Allowing Multiple Responses)
Field of Retraining Freq.|Ratio
Table 14. Difference in Cybersecurity Educational 1| Penetration testing practice 29 1128
Opportunities by Major (one-way ANOVA) 2 Cloud-Computing practice 26 [ 115
Laws, institutions, guidelines,
Variable Mean| SD | F/p 3 regulations 22| 9.7
Cybersecurity 3.3 |1.237 Information security management
Computer Science 3.3 11.302 971/ 4 assessment 22 1 9.7
V1 Informatiox? anq 31 |1.144 0 179 51 Security conformity verification | 19 | 8.4
Computer Engineering ' ' . 6 | Digital forensics theory&practice | 18 | 8.0
Etc. . 29 [1.121 7 | Cybersecurity project management | 11 | 4.9
Cybersecur}ty 4.1 10.960 8 Security monitoring practice 10 4.4
Computer .Sclence 4.4 10.8101.204/ 9| Computer Emergency Response 9 [ 40
V2 Informatlor.l and_ 4.9 10.808 408 10| Cybersecurity Technology Trend | 8 3.5
Computer Engineering 11 Network security 5 2.2
Etc. . 4.4 10.692 12 System security 5 2.2
Cybersecurity 3.8 10.983 13| Secure SW development management | 4 | 1.8
Computer .Scmnce 4.2 10.986 914/ Cybersecurity Management
V6 Informatlor'l and, 3.9 10.947| .309 14 (including audit, policy, etc.) 4 1.8
Computer Engineering 15| IOT security (including policy) 3 1.3
Etc. 3.8 10.906 16 Virtualization 3 |13
17 Privacy 3 1.3
Table  15. Difference  in  Cybersecurity 18 Cybersecurity pra(.:tice 3 1.3
Educational Opportunities and Needs by Job 19 Network separation 2 0.9
Duty (one-way ANOVA) 20 Blockchain practice 2 0.9
21 Malware analysis 2 0.9
Variable Mean| SD | F/p 22 Visit to related institutions 2 0.9
Cybersecurity Management | 3.2 |1.255 23 ISMS 2 0.9
Netwo?k and' 3.0 |1.091].115/ 24 Guidelings for Fhe estak?lishment and 9 0.9
V1 Computer Security 9592 operation of information systems
Protect and Defend 3.3 |1.256| " 25 Vulnerability Analysis 2 0.9
IT 3.0 [1.569 26 Training for CCE 1 0.4
Cybersecurity Management | 4.4 [0.819 27 DB vulnerability guide 1 0.4
Network and Computer 28 Wiretapping 1 0.4
V2 Security 4.3 10.736 754266/ 29 Deep learning 1 0.4
Protect and Defend 4.3 10.882] ° 20 The way to create and teach the 1 04
IT 4.5 10.650 lectures for cybersecurity education '
Cybersecurity Management | 3.9 10.972 a1 Manual production for affiliate 11 oa
Network and Computer 4.0 |0.878| 352/ management :
V6 Security i ] ’ 788 32[ICT policy related to cybersecurity| 1 0.4
Protection and Response | 4.1 |1.170| " 33| Operation of cybersecurity equipment | 1 0.4
IT 4.0 10.877 Total 226 | 100

#Multiple Responses are allowed on job duty.
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